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IBM Cybersecurity Analyst

Holders of this certificate have a comprehensive overview of the
cybersecurity analyst role and can tackle the challenges of an entry-
level position. Learners can identify pathways for cybersecurity careers
and understand cybersecurity essentials, tools, technologies, and
cyberattacks. They have a grasp of operating systems, including their
overview, administration, and security, as well as networking
fundamentals and security. They also understand database
fundamentals and vulnerabilities, can design cybersecurity
architecture, and are knowledgeable about cybersecurity compliance
frameworks, standards, and regulations. They are capable of
performing penetration testing, responding to incidents, and
conducting forensics. They also have an understanding of the cyber
threat intelligence.
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